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IDENTITY MANAGER
INTEGRATION WITH MOTOROLA

SECTION D




WHAT YOU WILL LEARN

> Configure an SSID for Web Authentication
> Add IDM as the RADIUS Server

> Set IDM as the external web portal

> Configure IDM for the Motorola Controller



LOGIN TO THE WEB CONSOLE

8 O (6} Motorola Wireless Network Management

rola Wireless Network Man |I£‘ . g " . . . " . . g
@E]@I 7 10.10.70.2 = c)B:

[»

RFS4000 RF Switch

ease 4.2.1.0-005R




VIEW AVAILABLE WLANS

e 00 Motorola Wireless Network Management

1. Network > Wireless LANs

J " Motorola Wireless Network Man... [+ l

()] (#]

RFS4000 RF Switch M

» Switch
- S ) G
v Network ow Filtering Options Page 1 ofl o

Independ QOS 802.11w

{7} 10.10.70.2

Network > Wireless LA
Confiar- WMM  NAC Include NAC Exclude |

Internet Protocol Description| VLAN(s) |Authenticatic Encryption

25 Layer 2 Virtual LANs Enablej ESD Lot bl Ll Ll
Y _ 1 v Motorola WLAN1 1 Hotspot TKIP x 1 None
@ Switch Virtua aces 102 WLAN2 1 None None x 1 None
87 Wireless LANs 3 : WLAN3 1 None None x 1 None
@™ Mobile Units «; : 1 None :one : i :one
B . one one
T Access Port Radlos. 6 x ‘ « 1 None
E‘«g Access Port Adoption Defaults 7 % 107 WLAN7 1 1 None
B Access Port 8 % 108  WLANS 1
ey 9 % 109  WLAN9 1 - .
10 x 110 wawio 1 Click to select a Wireless LAN
Security 11 % 111  WLAN11 1
12 % 112  WLAN12 1 x
M t Al
anagement Access 13 % 113 WIANI3 1 None None x 1 None
Diagnostics 14 % 114  WLAN14 1 None None x 1 None
- - 1S % 115  WLAN1S 1 None None x 1 None
Login Details 16 % 116  WLAN16 1 None None x 1 None
Connect To: 10.10.70.2 17 % 117 WLAN17 1 None None x 1 None
e - 18 x 118 WLAN18 1 None None x 1 None
Sdre elully 19 % 119  WLANI9 1 None None x 1 None
Message 20 % !
21 % 1
22 % 1

Edit
[ By save | (2]Log... | [ & Refr... )




CONFIGURE THE SSID

8 .00 Network > Wireless LANs > Edit
Edit
Configuration
ESSID [Guest-Network
| | Deny Static MU | | Enable URL Logging || Independent Mode (AAP Only) Client Bridge Backhaul
Enter a list 802.11w-PMF | None A
VLAN ID |1 | Enter a list of IP Filter Rules
1 | | SA Query 1
() Dynamic Assignment L v | || mMax Timeout 1000 | (100 - 6000 msec)
- Out filters SA Query ) )
Assign Multiple VLANS -
\ 9 P | e LO 201/ (10 - 1500 msec)
Authentication Encryption
() 802.1X EAP
() Kerberos
B Config...
() Hotspot | Config... [ KeyGuard
) icati Config...
) MAC Authentication nfig | WPA/WPA2-TKIP :
Config...

( 7 ) No Authentication

Advanced

Accounting Mode | Radiu MU to MU Traffic | Allow Packets

@ Answer Broadcast ESS dle Time 1800 | seconds

[ Use Voice Prioritization

[ ] Enable SVP - 00 - 00 - 00 00

| | Secure Beacon MCast Addr 2 - 00 - 00 - OO0 00

Qos T :
Weight \ - NAC Mode | None =

Status

5 | | Radius... | Syslog.. oK | Cancel |
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EDIT THE HOTSPOT SETTINGS

8 0.0 Network > Wireless LANs > Edit > Hotspot
Hotspot

1. Change to External type

This WLANs Web Pages are of the | External v | type. (®) httpP... | ) webPortal
External Web Pages Information

Login Page URL
https:/ /{IDENTITY_MANAGER}/portal /{{DEVICE_IP}/? 1

A set of pre-existing web pages outside
of the switch are specified by the

provided URLs.
Welcome Page URL

https: //{IDENTITY_MANAGER}/portal /{DEVICE_IP}/SUCCESS/ Three separate URLs point to external
web pages for 1) logging the user in,
Failed Page URL 2) welcoming the user after logging in

https://{IDEN ANAGER)/pOI‘IaU{DEVlCE_lP]/?0 successfully, and 3) informing the user
of a failed login attempt.

Alow Lis 3. Select an Entry

Specify the IDMs
IP address and click
Change

2. Specify the url on IDM to
redirect to Replace

{IDENTITY_MANAGER}
with the IDM fqdn and
{DEVICE_IP} with the IP
address of the Motorola
Controller

[ ok | |[cancel| (@ Help) NETWORKS®




SPECIFY RADIUS SERVERS (1)

8 .00 Network > Wireless LANs > Edit
Edit WLAN2
~Configuration
ESSID | Guest-Network ‘ Description WLAN2

(] Deny Static MU || Enable URL Logging

[ Independent Mode (AAP Only) Client Bridge Backhaul

Enter a list

802.11w-PMF | None =
VLAN ID 1 Enter a list of IP Filter Rules
- SA Query
(| Dynamic Assignment In filters ool 1000 (100 - 6000 msec)
- - Out filters SA Que
| Assign Multiple VLANs | Rewry T:rvneout 201| (10 - 1500 mseq)
~Authentication Encryption
() 802.1X EAP Config... [_| WEP 64 Config...
|_k;,| Kerberos Config... ' [ WEP 128
— B Config...
() Hotspot | Config... | [ ] KeyGuard
'.,;,' MAC Authentication Config... v (] WPA/WPA2-TKIP
() No Authentication - e Config...
~Advanced
Accounting Mode | Radius % MU to MU Traffic | Allow Packets =
[2] Answer Broadcast ESS MU Idle Time 1800 | seconds
[_] Use Voice Prioritization Access Category | Automatic/WMM |
[ Enable SVP MCast Addr 1 o0 - 00 - 00 - 00 - 00 - OO0
[ Secure Beacon MCast Addr 2 o0 - 00 - 00 - 00 - 00 - OO0
QoS +
1. Click Radi '
Status
7 1 | Radius... | Syslog... [ 0K | Cancel | (@ Help |

z
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SPECIFY RADIUS SERVERS (2)

8 .00 Network > Wireless LANs > Edit > Radius Configurati 1
" conﬁgurati:nwor > Wireless s > Edit > Radius Configuration : SpeCIfy the IDMS

Radius and NAC Configuration I P add re SS
[ Radius Y

Primary
RADIUS Server Address iy

Specify a shared
N secret (same as
Server Timeout | 5| (1-300 secs) used On IDM)

|| Enable radius...

Realm Name Strip Realm Specify the IDMS
Accounting Primary Secondary I P add ress

Accounting Server Address [1.1.1.1 : E———
Accounting Port 1813 1813
Accounting Shared Secret = |ssxsssssss o s S . f h d
Accounting Timeout S| (1-300 secs) . peCI y a S are
Accounting Retries | 6 (1-100 retries) Secret (Same aS
Accounting Mode \ Start-Stop = Interval

used on IDM)

{_-Re-authenticati--

Re-authentication Period 3600 (30-65535 seq)
Advanced
Authentication Protocol (¢) ... () CHAP  DSCP/TOS 0

= MeRT N

- 0K ] | Cancel | [ @ Help |




ADD THE CONTROLLER TO IDM

Mexl

1. Enter a name (used for description only) # 2. Enter the IP address

Home Client | Attributes SNMP = MAC AN Of the CcO ntl’0| Ier
Network Access Policy
Policy Settings Name: rfs4000
S
ponsor Portal Device IP Address / Prefix Length: 10.10.70.2/32 -
Guest Portals For example 192.168.1.1/32 or fec0:0001/128
Smart Connect et [ s . Enter the same
Leave blank to keep existing secret
T — : shared secret
Email Settings ' If your RADIUS client vendor is not listed please select Gene

SMS Settings

https://10.10.70.2/ | used On the
controller
RADIUS setup

Syslog Monitoring Form Action:

LDAP Server
WPAD Hosting

Server

4. Specify

Motorola for

Specify the form action as
https:/{CONTROLLER}//

Replace {CONTROLLER} with the
CN of the certificate on the controller

NETWORKS®



Thank you




